How to Create a Certificate-Based Signature
In Adobe Acrobat Reader

This handout shows employees how to create a certified digital signature that can be used to sign pdf
documents. Once created, this digital signature resides only on the computer you are currently using.

Read the steps carefully, and create your digital signature in the signature box at the end of this
document.

1. Click the signature box in a pdf —
document.

Add Digital ID X

| want to sign this decument using:
(O My existing digital ID from:
Afile

A roaming digital ID accessed via a server

2. On the Add Digital ID window, select A
new digital ID | want to create now and i
click Next.

Wherewould you like to store your self-signed digital ID?

® New PKCS#12 digital ID file

s rd protected digital ID file that uses the standard PKCS#12 format.
gital D file format is supperted by mast security software applications,
including major web browsers. PKCS#12 files have a .pfx or p12 file extension.

O Windows Certificate Store

3 S I N PKCS#lZd IIDfI d Your digital ID will be stored in the Wind Certificate Stc h it will also b labls
. Select New Igita e an ool o e e o sl e Sl
click Next.

Add Digital ID x|

Enter your identity information to be used when generating the self-signed certificate.

Neme (e.g.John Smith): [lohnsmith
4. Enter your information in the first 4 e = S —

boxes and click Next. The Organization s e
. Email Address: [john.smith@besdk12]
Name is your school name or your Central

Country/Region: [ US - UNITED STATES v

Office Department. e

Key Algorithrm: | 1024-bit RSA v

Use digital IDfor: | Digital Signatures and Data Encryption v




5. Enter a location and password for your
new digital ID file:
a. Browse to designate a location or
accept the default location. Make
a note of the file path/location.

ur new digital ID file. You will need the password when
docu
or ather purposes. You can later change options for this

ments. You should make a note of the file location

b. Enter a strong password in the
’W—

ne>_<t twq boxes and make a'note e

of it. This password is required

each time you use your digital ID

to sign a document. = = =
c. Click Finish.

Sign As: John Smith <john.smith@bcsdk12.ne> ~ @

6. Next, you will see an image of your ID.

a. Enter your password.

b. If no other signatures are required
on the document, check the box
to Lock Document After Signing.
If additional signatures are
required, please leave the box
unchecked.

c. Click Sign.

Password:

Certificate |ssuer John Smith

Appearan

John :
Smith s

[JLock Document After Signing

Digitally signed by John Smith
DHN: cn=dJohn Smith, o=Bemd
Elementary School, ou=BCSD,

c=US

04'00

Info...

ce: Standard Text v

mail=john. smith@bcedk12.ne, @

ate: 2020.08.03 17:30:31

Cancel

7. Save your document before e-mailing it
to the proper person. Notice your digital
signature in the signature box of the pdf.

John Smith

Diigitairy signed by Jahn Smith

DN cn=John Smith, o=Bemd Elementary School,
cu-SC50, emall—jorn.smith@tcsdk12.ne, c-US
Diate: 20020.08.03 17:45:47 000"

Your Signature






